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Format - IDEA

Botnet C&C Honeypot

{ {
"Format": "[DEAO",
"ID": "cca3325c-a989-4{8c-998f-5b0e971{6ef0",
"DetectTime": "2014-03-05T15:52:222",

"Format": "IDEAO",

"ID": "2E4A3926-B1B9-41 E3-69AE-B6B4 74EBOAS4",
"DetectTime": "2014-03-22T10:12:31Z7",

"Category": ["Recon.Scanning"],

"Category": ["Intrusion.Botnet"], "ConnCount": 633,
"Description™: "Botnet Command and Control”, "Description": "EPMAPPER exploitation attempt",
"Source": [ "Ref": ["cve:CVE-2003-0605"],
{ "Source": [
"T'Sl'pe": [IIBDtnetIIJ IICCII]’ {
"IP4": ["93.184.216.119"], “IP4": ['93.184.216.1197],
"Proto": ["tcp", "ircu"], "Proto™: ["tcp”, "epmap”],
"Port": [6667] "Port": [24508]
} -
] ’
"Target": [
' {
"Port": [135]
}
]
¥
« JSON
°

Jednoduchy, rozsiritelny format

« Jednou definované klice a typy se ale neméni
« Dokazeme rozlisit primarni data, agregovana data, korelovana data

Definice: https://idea.cesnet.cz
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Autentizace

HTTPS + X509

Dosud reseno individualné

Cil

Jednotna certifikacni autorita

Automatizované vydani certifikatu na zakladée predané
passphrase

 Podpora CRL
« (Certifikacni politiky a smérnice)
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Nove konektory

== FIOWmon

N | Networks

"Format": "IDEAO",

"Category": ["Availability.DoS"],

"Description": "Denial of service
attack",

"Note": "Current input/output packet
ratio: 117630.00, average packet
ratio before attack: 1810.71
(protocol: TCP, port(s): 443,
service: https, potential
attackers: 69).",

"DetectTime": "2016-06-17 18:00:00Z",

"EventTime": "2016-06-17 17:59:12Z",

"ID": "96d90739-10d9-475b",

"AltNames": ["ADS-810679"],

"Source": [{

"Hostname": ["frl15s11.1e100.net"],
"IP4": ["172.217.16.161"]

}H,

"Target": [{
"IP4": ["192.0.2.3", "192.0.2.6"],
"Proto": ["TCP"],
"Port": ["443"]

H,

INT=LMAQ

"Format": "IDEAO",
“"Category": ["Attempt.Login"],
"Description": "BlockList.de: IP
reported as having run attacks
on Joomlas, Wordpress and other
Web Logins with Brute-Force
Logins",
"DetectTime": "2016-06-17 20:10:10Z",
"ID": "4fb702e8-4ael-46a0",
"Source": [{
"IP4": ["192.0.2.55"]
o
“Node": [{
"Name" :"cz.cesnet.intelmqg",
"Aggriwin": "00:05:00",
"SW": ["IntelMQ"],
“"Type": ["Relay", "External"]

%%ESNET
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Input Parse Process Conver Output
« Socket e Mail « Dedup t « Socket
« Files . JSON te  Generat -« Files
« Syslog . Regex o Filter or « Syslog
e HTTP . « SMTP

« Normali
« Warden Ze « Warden
- DB - DB
« XMPP « XMPP
« HPFeeds « HPFeeds
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Vykon

marng_' c pfat.

Udalosti Reporty
(TTL 30 dni) (na ~320

Events processed in last 4 weeks
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© Mon Wed Fri Sun Tue Thu Sat Men Wed Fri Sun Tue Thu Sat
MW # of messages from _unknown Cur: 0.0 Avg: 0.0 Max: 0.0 Min:
O # of messages from beekeeper cur: 0.0 Avg: 0.0 Max: 0.0 Min:
M # of messages from cesnet_aul Cur: 17571.0 Avg: 13477.5 Max: 18876.0 Min: i1
B # of messages from cz_cesnet_aul_warden_filer Cur: 0.0 Avg: 0.0 Max: 0.0 Min:
M % of messages from cz_cesnet_ext_nsharp Cur: 0.0 Avg: 0.2 Max: 10.0 Min:
O # of messages from cz cesnet ext uceprot cur: 0.0  Avg: 0.0 Max: 2.0 Min:
O # of messages from cz cesnet ext x2 cur: 0.0  Avg: 0.1 Max: 4,0 Min:
H # of messages from cz_cesnet_ext x4 cur: 0.0  Avg: 4.3 Max: B95,0 Min:
O# of messages from cz_cesnet_gcll cur: 0.0 Avg: 0.0 Max: 0.0 Min:
[0# of messages from cz_cesnet_geclS Cur: 2.0 Avg: 11.32  Max: 34.0 Min:
M # of messages from cz_cesnet_gecl? Cur: 0.0 Avg: 0.2 Max: 9.0 Min:
N # ~nf macezsmas fram > Fracnest Arav +act e (eI ] Aneen e [ & M= - [eEN ] Ma -
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Déekuji za pozornost
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