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Architektura - SABU
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Format - IDEA

Botnet C&C Honeypot

{ {
"Format": "IDEAO"
"Format": "IDEAQ" '
, n ||: n -. C (‘- C - _ c -. - r H.l -. = [1]
"ID": "cca3325¢-a089-48c-998f-5h0e971 fGef0”, ID" "2E4A3926-B1B9-11E3-89AE-BOBA7AEBOASL",

" . "o N "DetectTime": "2014-03-22T10:12:31 272",
DeteCtTlme : 2014'03'05'1—‘15:52:222 . "Category": ["RECUH.SCElnning"],

"Category": ["Intrusion.Botnet"], "ConnCount": 633,
"Description™: "Botnet Command and Control”, "Description": "EPMAPPER exploitation attempt",
"Source": [ "Ref": ["cve:CVE-2003-0605"],
{ "Source": [
"Type": ["Botnet", "CC"], {
"IP4": ["93.184.216.119"], "IP4": ["93.184.216.119"],
"Proto": ["tcp", "ircu"], "Proto™: ["tcp”, "epmap”],
"Port": [6667] "Port": [24508]
} -
] ’
"Target": [
! {
"Port": [135]
¥
|
¥

o Jednoduchy, rozsiritelny format

e Jednou definované klice a typy se ale neméni

o Dokazeme rozliSit primarni data, agregovana data, korelovana data
e Podporuje anonymizaci a nejistotu

e Definice: https://idea.cesnet.cz
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https://idea.cesnet.cz/

“ Mame

. cZ.cesnet.labrea

2 cz.cesnet.hoststats
. cz.cesnet.supplier.intelmg

4 cz.cesnet.nemea.hoststats
. cz.cesnet.nemea.bruteforce

6 cz.tul.ward.dionaea
cz.vsb.kippo
cZ.cesnet.nemea.vportscan
cz.uhk.apate.dionaea
cz.nic.dionaeal
cz.cesnet.kryten.dionaea

cz.nic.dionaea2

cz.cesnet.gcls
14 cz.cesnet.metacentrum.nemea.bruteforce

. cz.uhk.apate.cowrie

16 cz.cesnet.gcl?y

. cz.tul.ward.kippo
18 cz.cesnet.failzban. blacklist

. cZ.cesnet.metacentrum.nemea.hoststats
20 -- Rest (9)

Sum
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2,256,169
104,554
38,196
33,069
12,624
7,511
5,546
5,240
2,961
1,513
1,406
1,335
1,287
1177
1,133
891

775

646
370
822

2,476,825

Kolik?

81.09

4.22

154

134

0.51

0.3

0.22

0.21

01

0.06

0.06

0.05

0.05

0.05

0.05

0.04

0.03

0.03

0.01

0.03

100

2 Other/Test

- Attempt.Login/Test

4 Attempt.Login

- Attempt.Exploit/Test

6 Infrusion.Botnet/Test

14 Abusive.Spam/Test

- Malware/Test

16 “ulnerable.Config

- Attempt.Exploit/Malware

18 Availahility. DoS/Test

Availability. DDoS

-- Rest (3)

Sum

#
2,405,553
22,614
14,061
7,769
7,233
7,087
5,621
2,178
1,770
648
501
461
364
321
250
2438

83

23

20

20

2,476,825

g7.12
091
0.57
0.31
0.29
0.29
0.23
0.09
0.07
0.03
0.02
0.02
0.01
0.01
0.01

0.01

100
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Autentizace

HTTPS + X509

e Dosud
— Autentizace hostname + ,secret” (= konkrétni klient v rdmci jednoho stroje)

« Noveé
— Jednotna certifikacni autorita
— Automatizované vydani certifikatu na zakladé predané passphrase
— Podpora CRL
— (Certifikacni politiky a smérnice)
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Jak?

e Pri pripojovani od warden-info@cesnet.cz ziskate
— Autentizacni token
— Shellovy skript
— Vzorovou konfiguraci

e Vydani certifikatu
- ./warden_apply.sh cz.example.warden.client AuThToKeN

— Skript vygeneruje kli¢ a zadost
— Pres webovou sluzbu ziska certifikat podepsany autoritou
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mailto:warden-info@cesnet.cz

Dékuji za pozornost
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