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Architektura
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Formát – IDEA
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Konektory Wardenu
Kippo/Cowrie Dionaea Fail2Ban

FTAS Netflow sondy LaBrea

Shadowserver
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Nové konektory

{
   "Format": "IDEA0",
   "Category": ["Availability.DoS"],
   "Description": "Denial of service
      attack",
   "Note": "Current input/output packet
      ratio: 117630.00, average packet
      ratio before attack: 1810.71
      (protocol: TCP, port(s): 443, 
      service: https, potential
      attackers: 69).",
   "DetectTime": "2016-06-17 18:00:00Z",
   "EventTime": "2016-06-17 17:59:12Z",
   "ID": "96d90739-10d9-475b",
   "AltNames": ["ADS-810679"],
   "Source": [{
      "Hostname": ["fr15s11.1e100.net"],
      "IP4": ["172.217.16.161"]
   }],
   "Target": [{
      "IP4": ["192.0.2.3", "192.0.2.6"],
      "Proto": ["TCP"],
      "Port": ["443"]
   }],
}

{
   "Format": "IDEA0",
   "Category": ["Attempt.Login"],
   "Description": "BlockList.de: IP
      reported as having run attacks
      on Joomlas, Wordpress and other
      Web Logins with Brute-Force
      Logins",
   "DetectTime": "2016-06-17 20:10:10Z",
   "ID": "4fb702e8-4ae1-46a0",
   "Source": [{
      "IP4": ["192.0.2.55"]
   }],
   "Node": [{
      "Name":"cz.cesnet.intelmq",
      "AggrWin": "00:05:00",
      "SW": ["IntelMQ"],
      "Type": ["Relay", "External"]
   }]
}

{
   "Format": "IDEA0",
   "Category": ["Attempt.Login"],
   "Description": "BlockList.de: IP
      reported as having run attacks
      on Joomlas, Wordpress and other
      Web Logins with Brute-Force
      Logins",
   "DetectTime": "2016-06-17 20:10:10Z",
   "ID": "4fb702e8-4ae1-46a0",
   "Source": [{
      "IP4": ["192.0.2.55"]
   }],
   "Node": [{
      "Name":"cz.cesnet.intelmq",
      "AggrWin": "00:05:00",
      "SW": ["IntelMQ"],
      "Type": ["Relay", "External"]
   }]
}
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Architektura

Input

● Socket

● File

● Files

● Syslog

● HTTP

● Warden

● DB

● XMPP

● HPFeeds

Parse

● Mail

● CSV

● JSON

● Regex

● Normalize

Cast

● Normalize

● Anonymize

Convert

● Static

● Generator

Process

● Deduplicator

● Aggregator

● Rate Limiter

● Filter

● Anonymiser

Output

● Socket

● File

● Files

● Syslog

● SMTP

● Warden

● DB

● XMPP

● HPFeeds
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Příklad – LaBrea

Input

● File
Watcher

Parse

● Regexp

Cast

● TypedDict

Convert

● Lambda

● Imperative

Process

● Anonymise

Marshall

● JSON

Output

● Filer
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Config

labrea.cfg:

{
        "input_file": "test-input.txt",
        "anon_target": "195.113.0.0/16",
        "client_name": "org.example.warden.test",
        "output_dir": "test-output",
        "test": "Yes"
}
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Input: FileWatcher

1493035442 Initial Connect - tarpitting: 89.163.242.15 56736 -> 195.113.254.182 9898
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Parse: Regexp

{
'attack_type': 'connect', 
'tgt_port': '9898', 
'src_port': '56736', 
'timestamp': '1493035442', 
'src_ip': '89.163.242.15', 
'tgt_ip': '195.113.254.182'

}
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Cast: TypedDict

LabreaData(
{

'attack_type': 'connect', 
'tgt_port': 9898, 
'src_port': 56736, 
'timestamp': datetime.datetime(2017, 4, 24, 14, 4, 2), 
'src_ip': IP4('89.163.242.15'), 
'tgt_ip': IP4('195.113.254.182')

}
)
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Process: Anonymise

LabreaData(
{

'attack_type': 'connect', 
'tgt_port': 9898, 
'src_port': 56736, 
'timestamp': datetime.datetime(2017, 4, 24, 14, 4, 2), 
'src_ip': IP4('89.163.242.15'), 
'tgt_ip': IP4Net('195.113.0.0/16')

}
)
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Convert: Lambda / Imperative
Idea({
    'Format': 'IDEA0',
    'ID': '0370da45-d5ec-4cb5-b0f5-82a0a792aa0f',
    'Category': EventTag(['Recon.Scanning', 'Test']),
    'DetectTime': datetime.datetime(2017, 4, 24, 14, 4, 2),
    'EventTime': datetime.datetime(2017, 8, 7, 10, 31, 18, 232783),
    'Description': u'TCP connections/scan',
    'ConnCount': 1,
    'Note': u'Connections from remote host to never assigned IP',
    'Source': SourceList([
        SourceTargetDict({
            'Port': Port([56736]),
            'IP4': Net4([IP4Net('89.163.242.15/32')]),
            'Proto': ProtocolName(['tcp'])
        })
    ]),
    'Target': TargetList([
        SourceTargetDict({
            'Port': Port([56736]),
            'IP4': Net4([IP4Net('89.163.242.15/32')]),
            'Proto': ProtocolName(['tcp'])
        })
    ]),
    'Node': NodeList([
        NodeDict({
            'SW': String([u'LaBrea']),
            'Type': NodeTag(['Connection', 'Tarpit']),
            'Name': 'cz.cesnet.warden'
        })
    ])
})



7. 8. 2017

Marshall: JSON
{
    "Category": ["Recon.Scanning", "Test"],
    "ConnCount": 1,
    "Description": "TCP connections/scan",
    "DetectTime": "2017-04-24T14:04:02Z",
    "EventTime": "2017-08-07T10:31:18.232783Z",
    "Format": "IDEA0",
    "ID": "0370da45-d5ec-4cb5-b0f5-82a0a792aa0f",
    "Node": [{
            "Name": "cz.cesnet.warden",
            "SW": ["LaBrea"],
            "Type": ["Connection", "Tarpit"]
    }],
    "Note": "Connections from remote host to never assigned IP",
    "Source": [{
            "IP4": ["89.163.242.15/32"],
            "Port": [56736],
            "Proto": ["tcp"]
    }],
    "Target": [{
            "IP4": ["89.163.242.15/32"],
            "Port": [56736],
            "Proto": ["tcp"]
    }]
}
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Output: Filer

./output/incoming/:
rikki.32090.1502094678.236261.64512.4196296
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Děkuji za pozornost
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